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Abstract: Cloud computing is considered to be one of the burning topic nowadays. Some of its excellent features
attracts the confidence of the users but at the same time some of its uncertainties results in lack of faith of user. This
survey paper gives a brief review of implicit security techniques, used in cloud computing. Traditionally explicit
techniques are used in cloud computing but storing the data implicitly may provide more secure and balanced storage

of data.
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I INTRODUCTION

Cloud computing is in great demand today. It shifts the
burden of securing and storing data from client side to
server side. Users can simply store their data on servers
and now it’s the job of the servers to ensure integrity,
confidentiality etc. of the data available with them. The
excellence of the cloud storage services lies in the fact that
it avoids the costly expenses on software, and
maintenance. Apart from this, there are many other
advantages that can be taken into concern while thinking
of cloud computing. But dealing with data in such an open
environment, which is prone to many attacks it sometimes
is not an easy task. This survey discuss over existing cloud
storage frameworks and helps to identify the potential
areas to be worked upon in order to increase reliability of
the storage techniques in cloud. The main focus in on
implicit security mechanisms used to store data over
multiple servers by partitioning it and OTP is used to
tighten the security framework.

Why Implicit Security Model?

Past researches done in the area of cloud security has
mainly focused on securing the communication of the
information. But securing the storage of the information
has been overlooked. Traditionally explicit techniques are
used to secure data on servers. A data is stored and backed
up on a single server. Data is secured by passwords and
user may access data by providing the same.
Disadvantages of this technique is that

e Brute force attacks are very common on
passwords.

e It’s never a good option to store a complete data
at a server because if in any case the attacker
managed to surpass the imposed security
mechanisms then complete data will be easily
accessed.

In such scenario, implicit security techniques may be
proved to be beneficial .The data is partitioned into pieces
and the partitions are stored over multiple servers. The
main advantage of this technique is that there is no need to
encrypt the data because these partitioned pieces will not
provide any information to the attacker. Original data can
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be reconstructed from these partitioned pieces or subset of
these pieces whenever user wants to access complete data.

[11[2]

Possible variations in the Implicit Security Model
Implicit techniques are mainly used with two variations
that depends on the size of the data to be stored online. If
the size of data to be stored on server is small, then the
data may be simply partitioned into n pieces and then
stored over multiple servers.[2]
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If the size of data to be stored on server is large, and it
becomes quite tough to deal with large partitions then the
data may be first encrypted and the key is partitioned into
n pieces and then stored over multiple servers.

Fig. 2

g%

Encrypted
Data

554



IJARCCE

Vol. 4, Issue 3, March 2015

1. SECURITY IN IMPLICIT MODEL
In modern era, security is major issue to secure any
information. A data partitioning scheme is proposed for
online data storage that
polynomial root [3]. The partitioned pieces are stored on

randomly chosen servers. In order to access the partitionedv.

data, the user must have knowledge of the password and
servers on which the pieces are stored. This information is

mentioned in the HTTP virtual directory. The partitionedi.

pieces do not contain any complete information and thus
they are implicitly secure. The original data from the
partitioned pieces can be reconstructed whenever desired
by the user [4]. This will enable better load balancing as it
will be easy for servers to manage and store small
partitioned pieces of data [5].

1. RELATED WORK AND SOLUTION
Implicit security techniques are new to cloud computing
and are vulnerable to many attacks. These techniques
simply provides services to the cloud by introducing new
methods for partitioning the user’s data and storing it in
various other servers but it can be made more secure if
some existing security technigues can be used along with
them. OTP (One Time Password) can be thought of such a
solution that may pave a way towards using implicit
techniques in a more reliable way. Reason behind focusing
mainly on security is the following figure.
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Source: IDC Enterprise Panel, January 2012

There are many reasons which favors the use of OTP in
cloud computing. [6]. There are various algorithms that
may be used to generate a new One Time Password that
may be mailed to the user and then the user may get access
to data only when the OTP is entered. After using OTP
once, it will not be of any use for next time and again a
new OTP is mailed to the user [7]

V. PROPOSED MODEL
The proposed model is as follows:
First of all user will be asked to enter his mobile
number.
An OTP will be sent to his mobile no. and he can
proceed only after entering that OTP.
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involves the finite fieldv.
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If he enters correct OTP, he will be able to proceed
and a login page will appear that will ask for user’s id
and password.

Only after he enters correct id and password, he will
be able to get access to his data.

Various phases are included in this proposed model
such as registration and login phase, that will be done
in the traditional manner [8]

V. CONCLUSION
The proposed technique may be proved useful in terms of
security as well as it will save bandwidth of network as
using OTP prior to login page will ensure legitimacy of
the user to a great extent and further login page will serve
the security purpose.
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